Criminal Incident Annex

This Annex Suggests General Considerations and Best Practices for

Responding to a Criminal Incident at the Facility.

ARE YOU READY?

Who isauthorized andtrained to leada response to criminal activitgr chaos before
local law enforcement personnedrrive at the facility?

What deterrents canhelp to mitigate criminal activity?
What type(s) of training will be most helpfufor responding to criminal activity?

BasicSteps Wha Writing and ImplementingCriminal IncidentContingency Plans

1.

2
3.
4

Conduct Preparation and Development
Draft Criminallncident Section of the Contingency Plan
TrainPersonnelfor Emergency Situations

Schedule Trainings and Subsequent Evaluations

Each facility will need to determine whatcale ofcriminal activity to addressin the
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contingency plan and what tananage viadaily operational procedures

Theft:poaching and burglary of money, property or medication/drugs.
Criminal animaéctivism:bioterrorism against animals, release or theft of animals,

arson, vandalism andreaking and entering animal habitats during or after hours.
Acts of violencearmed robbery, shooting, sexual assaults and hostage taking.

Acts of terrorismkidnappngs, bomb scares and bombings, biological attacks, chemical

attacks,intentionalzoonotic disease contamination and explosions.
White collar crime theft, fraud, embezzlementprgery andidentity theft

A criminal incidentan pose safety concesn directly or indirectly for personne] visitorsand
animals Protecting a facility againgtriminal incidents will vary depending dhe size of the
facility, and the nature and severityof the event While it isimpossible to plan for every
criminal incident, certain elements will be universal

Deterrentssuch as locked gates and security lighttag mitigate outsidecriminalactivity while
background checks can mitigate internal crim&Vell-planned responseso situations and
collaboration with locallaw enforcementcan help diffuse a volatilestate and potentially
preserve respect andredibility for the institution.




1.

3.

4.
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ConductPreparation and Development

Before drafting contingency plarfsr responding taa criminal incidentthe Facility Contingency
Planners (FCPs) and/or stakeholders need to identify the custatd-of-readiness andeneral
procedures forreacting to different types of criminal activityThe following pages offer a
variety of options ¢ consider while evaluating and developithgs portion of thecontingency
plan,and training strategies.

Assemble a planning team and collaborators linked w&burityand criminal activity
(see pags).

Identify the potential risksSeeRiskAssessment Annex.

Identify and evaluate current plan(s), practices and protofmisverting an incident
andsafe responses to criminal activity at the facility.

Draft the Criminal IncidentSection ofthe Contingency Plan

After evaluating the currenstandad operating procedures and bagk plans (1) draft or edit

the contingency plarto includeactionsto deter crime and safe responses trriminal activity,

(2) monitor the progress of writing the plan and (3) develop a system for application of the
plan. Best practice information for the following topics is provided beginning page 3.

Deterrents andsecurity Preparedness

Best Practic&kesponses ta Criminal Incident

Best Practices for Reduciwhite Collar Crime

Monitor the Drafting and Implementation of th@riminal IncidenPlan

DevelopPersonnelTrainingfor Responding to Crimindhcidents

Developthe initial training program teespond to different types of criminal activity.
See Training Considerations page 8.

Train personnel on procedures atiteir specific roleso respond to criminal activity.

Conductinitial exercisesanddrillsto implement procedures for how to respond, or not
respond,to various types of criminal activity

Schedule Training anduBsequent Evaluations
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appropriate personnel.

Scheduleegulartesting orevaluation ofdeterrents and makeappropriate
modifications

Evaluatethe success of thexercises and modify the training, as nedd# an
emergency occurred, was training adequate?

Reuvisit the plan agrotocols for respondingp criminal incidentsare amended.
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The following considerations are good business practices that mapéieful for
developing Criminal Incident response plans. Plans will vary depending on the size of the
facility, the number of personnel and other factors. Not every consideration is
appropriate for all facilities.

Stakeholders and Experts ©©onsult onCriminal IncidentMatters

Stakeholders can assish understanding local, state, and federdhws, regulations and
requirements andin drafting abalanced and useful criminal incident plaMeet with experts
to discuss the best praates for maintaining asecue facility and appropriate responses to
large and small incidents.

Who are the potentiatakeholders and externabnsultants?
Facility security deta(if applicablg
Locallaw enforcement
Security experts
Facility managers anolvners
Human resourcedepartment
Veterinarians and animal caretakers
Biosecurity consultants
Legal counsel
Accountants and financial accountability consultants

Deterrentsand SecurityPreparedness

A facility should be responsible for theafety of personne| visitors and animalsby providing

a safe environment There are steps that can be taken by any facility which may prevent
some criminal acts before they happen, whether thesmploy ongrounds security, hire
contracted security personnel orely on locallaw enforcementto respond to criminal
incidents Understanding current operating procedures will be necessary to develop plans
that deal with criminal incidents.

Does the facilithave deterrentghat will help tomitigate criminal inciderg?Are they
checked regularland kept in good working ord@iSeeFaciliy OperationsAnnex.

Perimeterfencing andockinggates Video door phone
Securedoorlocks Access control system
Secure windows Securely storedirearmsand
Burglar bars ammunition

Security peepholes Securely storedrugs
Security lighting Computer safeguards
Alarm syster LockingCash register(s)
Security cameras Safe or lock box

Video surveillance Locking file cabinets
24-hour security system Locking mail bakes)

Closed Circuit TV
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Are keyscodesand/or passwordsssigned to appropriate personrfebeeAdmnistration
Annex.

Are keys reclaimed and codes and/or passwords changed when employees and valunteer

depart from their service?

Does the facility utilize warning mechanistomotify guests and personnel of an
emergencysituation? See€Communication&\nnex.

Does the facility maintainp-to-date contact information foimmediate access tcallaw
enforcementor higher authorities?

Does thefacility maintain agoodworking relationship with locdaw enforcementand
coordinate its planning with law éorcement?

Doesthe facility providetours and maps folocal law enforcemerit Maps with gridlines can
speed response time of responders rpairsonallyfamiliar with the facility.

Are localaw enforcement officersvolved insafety audis, includingvulnerability
assessmerstof the groundshpuildings andandscaping to identify potentialeaknesses?
Many departments will be happy to assist.

Special Considerations fétacilitiesthat have Security Services

Does the facilitemploy ongroundsSecurity Service®r contracted securitygervices? Are
they uniformedand identifiable for guests

Do theSecurity Servicespersonnelreceive trainingor certificationfor the following?

Unarmed securitpfficer certification Crowd control

Armed certification Leadingan evacuation

First aid Decontamination procedures
Cardiopulmonary Resuscitation (CPR) Issuing an all clear

Life guard or water rescue Alternate modes of communication
Specifid-irst Respondetraining Filing a incidentreport

WISERYystem to assist first responders

Does theSecurity Servicegnaintaininventoriesfor securityequipment and supplies such as
stanchionsyoad barriersyellow tape, and bull horr¥s

Which safety procedures are performed $curity Servicesand are theyerformed on a
regular basis?

Check locked doors and building(s) Provide passes to restricted areas
Secure the premises at closing Patrol of the facility
Monitor parking lot(s) Other

Monitor security cameras




Criminal Incident Annex

Best Practicd&Responseso a Criminal Incident

Criminal incidents may vary from petty #ft to a catastrophic incidentEach facility should
determine the scale and scope of respons#ésat its personnel or Security Services can
reasonably be expected to handle.In some circumstances,an incident may be reported
directly to local jurisdictionby the public via a 911 call made on a cell phooefore Security
Servicescan respond.Security Servicesay notbe the first to knowof a situation

The type(s) of response(shat can behandled safely by facility personnewill depend upon
the types of training and certifications heldthe type of incident andexisting agreements
with local law enforcement Appropriate training must be provided to anyone expected to
report or respond to a criminal incident. The safety ofpersonne| volunteers and guests is
paramount.

Are protocols for responding to an incident established and coordinated with appropriate
law enforcement?

Are all personnel welhformed on procedures for respaling¢ or not responding; to the
various types of criminal incidents?

What types ofnformation should be collected and recorded after each an incident? By
whom?

Nature of the incidenttheft of property, domestic incident, criminal act involving animjals

Date and duration of the incident

Geographical boundaridecation (e.g., address, county, area)

Number of animals affecte(if applicablg

Number of animals treate(f applicablg

Number of animal fatalitie§f applicablé

Injuries of personnelolunteers and visitors

Description of any compromised habitats and buildings

Other

If a criminal activity occurs, what are the specific responsibiliti€cdirity Servicesntil
law enforcement authorities arrive?

Determine if the criminal activity olent or norviolent

Notify law enforcement authorities, as appropriate

Determine if an animal is involved and notify animal care personnel

Activate crowd control procedures

Contact offduty animal keepers and veteringpersonnel to return to the faility (such as
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Secure a crime scene

Temporarily restrain or detain suspects appropriate or instructed

Collect evidence, if instructed

Order an evacuatiorgr execute sheltein-place plansif necessary

Provick first aid or st up triage area¢for humans.

Other

Does the facilithave a MAAwith a Critical Incident Stress Management (CISM) taama
resource tosupport personneéfter atraumatic even? SeeMOU/MAA Annex.
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Are ethical practicesakenat alllevelsto ensure that victims and witnesses to crime are
aware of their right to report criminal acts to the authoritiegthout retaliation?

Special Consideratiorfer Terrorism

Terrorism can be described as a criminal act of violence, or the tbfeatlence designed
to intimidate or cause fear. Generally, aas terrorism, such as thel995 Oklahoma
Federal Building bombing and the World Trade Center attacks of 1993 and t200ét
high profilelocationsfor maximum physical and psychologicapamt, high loss of life and
large scale infrastructure damage. A facildhassified asa large public venue may
represent an attractive target to a terroristhe following ardnighly suggested

1 During theRisk Assessment processcuss withaw enforementand other
stakeholders the likelihoodf a terrorist attack the facility2 @lnerabilityto
terrorismandthe potential consequends).

1 Trainall personnel to recognize and report suspicious behatdanitigate an
event before it occurgsee belowin Training Considerations).

1 Maintain appropriate facilityeadinesgas discussed above Deterrents and
Security Preparednessyhich can mitigatea potential attack.

1 When developing plans, identify buildintpgt could serve to shelter
individuals foboth short and longterm events. See theFacilityOperations
Annexfor information on selectinghe bestsuited structures for sheltein the
SPSyid 2F || WRANIE& 02Y0Q 2N 2i0KSNJ ydzOf S|

1  While manyelements ofthe Contingency IBnwould be implanentedfor a
terrorist attack acomprehensive andffective communication strategy will
be the most crucial SeeCommunicatios Annex.

Best Practices for ReduciMyhite Collar Crime

White collar crimecan happen anywhereEmployee theft is the most common, but other
crimes, such as those listed belowlso occu. White collar crimecan create a severe financial
situation that over time could result in catastrophic financial collapsef the facility. Policies
and administrdive controls can be helpful in preventing/hite collar crime.

Facilities may choos¢o reduce white collar crimethrough financial management policies,
human resources policies anstandard operating proceduresather than in the Contingency
Plan
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U Embezzlement(always a concern in any operation with high cash intake and high operating
budget)dishonestly appropriating assets that have been entrusted

i Investment fraudfacilities with substantial endowments that are investtbuld havelear
and robust policies with checks and balances to avoid such activity

U Burglary or robbery Theft of fundsor property.
i Data theft electronic and paper document stealing.
i Employee theft unauthorized taking of equipment and supplies fréamility.

Dohuman resourcepersonnelscreenemployees and volunteers during the hiring process
Which of the following are performed®ote: The facilityshould havea policyregardingcriminal
history in order to act consistently otine hiring prerequsites)

Reference check Creditreport
Prior employment verification Social Security verification
Drug screening Criminal background check

Education verification
Driving Recordif driving facility vehicles are part of the job descripdion

Arerigorous intervievg performedduring the hiring process?
Is afair wagepaid for the job performancand is the work environment pleaséght

Is therea separation of dutieso that a single person is not responsible for both recording
and processing tiansactiong KA OK LINR A RS& P WOKSO]l | YR

Is access to physical and financial assets and information, and accounting systems,
restricted to authorized personnaind is mail handled securely?

Do all personnelise time clocks?

Are personnel providedith a secure place to store personal belongings?

Does the facility retain the right to inspect desks, lockers and other facility property?
Areall personneinformed ofthe security measurethat arein place?

Are policiedor responding to employee thefvritten, clear, consistent athcomprehensive

Foranyretail operations, arenonetary safeguards such as cash registers and security
camerasor videosurveillancanstalled to deter criminal activi®

Are sales transactions reconciled?

Are oldbillsanddocumentswith personal information shredded®eeData Management
Annex.

Are passwordgept private and difficult to gue8sAre they changed frequently?

Are computer networks strongly protected aa@propriatestaff trainedfor detecting social
engineeringattempts to gain network passwords?

Monitor the Drafting and Implementation of the Criminal Incident Plan

FCPs should monitor the progress dfl) the plan development; (2) drafting the plan and (3)
developing a system for application of the plan.
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Who will be responsible for collaborating wittie appropriatelaw enforcement agenciés
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What is the timeframe for developing and writitigese element®f the contingency plan?

Are new equipment and suppliegeded toimplement the plan?
Who willidentify/adapt,develop and monitorthe training program?
Where will thecontingencyplan be located?

Training Considerations when planning for Criminal Incidents

Training and fulscale practice drills increase the likelihood of a successful and safe outcome
from a criminal incident Training exercise<larify roles and responsibilitiesand reduce
potential risks. The following considerations relate specifically teriminal incidents The
types of training will be determined by the ¥ I OA f A (i & @& resgdhdLAnd Atsi &
recommendedresponse to an incident. See theTraining AnnexXor general training guidance.

All personnelshould be trained to perform their expected roles in a criminal incident.
Recognition ofinusual circumstances
Conspicuous behavide.g, demonstrators out-of-place behavior)
Suspicious activity
Criminal activity
Unethical behavior
Particularinterest in unusual thing§.e.,unusual objects being photographed such as
power houses, electrical panelgam tunnels/gratesfuel storage, etg
Unattended packages
Unusual or sugpious mail
Report energency codeto Security Services or managemegifiapplicable.
Report the different ypes of criminal incides to appropriate authorities.
Procedure(sjor how and to whom a criminal incident is reported.
Any specificesponsibilities in addition to reporting such as dtneg visitors out of
KINYQa gl e

If a facility hasSecurity Servicedest practice training consideratiomsayinclude
Training with localaw enforcemento understand roles and responsibilitiesezch group.
Recognitiorof criminal and/or terrorism indicators and warnings.
How to report anincident and to whom.
How to secure a crime scene.
How to temporarily restrain or detain suspects, as appropriate.
How to contact offduty animal keepers andeterinarian personnel to return to the facility.
Proper response procedures fepecificcriminal activities
How to order an evacuatioor move people into a safe building to shelafplace.
How to perform first aidand CPR
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How to issue an all clear.
How to file a criminaincident report.
Proper dain(s)of custodyhandlingfor evidence

AdditionalSecurity Servicefrainingand certificationsnayinclude:
UnarmedSecurity Guard
ArmedSecurity Guardand firearms team training for animal escape
CardiopulmonaryresuscitationCPRincluding automatic defibrillator training
Life guard or water rescue
FirstResponder
Crowd control
Photography
Setting up an area fotriage (injury evaluation)pr assisting in triage tplace actions.

Professional development considerations fmman resources personnahclude:
Human Resources Management Certification including screening and interviewing
employment applicants, and performing background checks.

Special training consideratiolsr appropriate personneinclude
Recognition of andmpper handing for suspicious mail and packages. (See
<http://www.fema.gov/pdf/areyouready/terrorism.pdf.)
Recognition oflangerouschemical agents(SeeCenters for Disease Control and Prevention
andU.S. Department of TransportatioBQ7).)

SampleTable-top Drills

Responses to emergency scenarios during a table exercisemay vary depending upon the
location of the incident time of day or night andhe animalsthat might be involved Develop
and personalize multiple scenarios for discussian that reflect the facility and its
environment, based on the Facility Risk Assessmefithese could then be modified for drills
and exercises.The following aresamplecriminal incidents scenarios.

x Robbery Two armed people rob thgift storeof cash and flee
What are thepriorities and responsibilitiesf: management, security detail, store personnel,
information officer, animal care personnetffice and groundgersonne] volunteers andcany
other personnel not involved

x Malicious vandalismA smal fire was sefjust insidethe building hosting IT equipment and
serverssetting off the alarm system. By the time the félepartment arrives, the fire has been
extinguiied by the sprinkler system aride building has been evacuated. Employees @sitors
want to know what has happened, as does the meblliaanwhile, the sprinklers in the data center
Ol dz&d SR (i K-Bail &nd @abfsdniem @ &top Sorking

What are thepriorities and responsibilitiesf: management, security detail, IT personnel,
information officer, animal care personnécilities, data management, offi@nd grounds
personne] any otherpersonnelandvolunteersnot directly involve@

x Violence A former spouse of an employee appears armed with a handgun and demands to

see the employee. Eharmed person threatens to harpeople andanimals if the demand
IS not met.
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What are the priorities and respondlities of: management, security detail, information
officer, animakare personnel, facility operationeffice and grounds personnelny other
personneland volunteersot directly involve@

x Biological agentsAn employee discovers a bsitting on abench atan indoor exhibitwith a
handwritten warning that it contains anthraduring a busy time of the day
What are the prioities and responsibilitiesf: management, security detail, information

officer, animal care personndhcility operationsoffice and grounds personnedny other
personneland vounteersnot directly involve@

Schedule Training and Subsequent Evaluations of the Plan

Scheduldacility-wide training for all personnel on how to respond to a criminal incident

Adapt the newhire orientation program to include theriminal incidenicontingency plan
trainingfor all personnel

Determine the frequency and schedule a lelegn training program fosecuritypersonnel
on responses to criminal incidenticlude tabletop drills and single exercises on various
elements of the procedures and fidtale exercises.

After training exercises, or an actual incident, meet with personnel and lmeal
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Criminal IncidenPlan and training, as necessary.
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